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Abstract 

The article presents the assessment method of the risk situations 

emergence based on the analysis of the probability and frequency of 

threats emergence for automated control systems of the metallurgical 

industry companies (ACSMIC). The analysis of the risk dependency 

on vulnerabilities and threats to ACSMIC assets is carried out, and 

the relationship between risk, vulnerability, and threat is presented 

according to a three-level risk assessment scale. When identifying 

and assessing the risk, existing countermeasures against both external 

and internal attacks are taken into account, which, in turn, reduces the 

risk level for the protected organization. In the process of any 

organization functioning, there may be a need to reassess the risk 

associated with changes in the structure of the control organization 

or security policy in the system of the metallurgical industry 

companies. Therefore, the existing countermeasures are closely 

related to the concept of risk and require constant correction in the 

assessment process. Risk is related to the reliability of the functioning 

of the studied control structure of units and aggregates and their 

ability to function in accordance with the mode and goals of the 

production structure in various branches and levels of the hierarchy 

with an acceptable risk assessment. On the basis of the system 

concepts and assessment methods of the acceptable risk level, the 

system-oriented method of identifying the reliability of functioning 

of self-recovering complex hierarchical structures is proposed, the 

classification of the risk types of unforeseen situations in complex 

human-oriented systems that can be applied and implemented in 

hierarchical control systems is carried out. 
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Introduction  

 

When studying risk, it is necessary first to define the concepts of assets, threats, and vulnerabilities for 

protected organizations or companies. If it is accepted that the company's assets are not of a permanent nature and 

can change their value in the functioning process, then there is a problem in the monetary equivalent of assessing 

the risk of losses in case of an incident of attacks or in case of their successful completion. On the other hand, the 

risk acquires a probabilistic nature due to a certain uncertainty of the emergence of a new threat related to the 

vulnerability of the company's assets, the goals that the agent sets for himself, having knowledge, access and 

motivation to carry out an attack on the hierarchical system, as well as the measures and countermeasures taken 

for assets protection from attacks. In order to conduct a risk assessment for a hierarchical control system, it is 

necessary to first study the relationship between vulnerabilities and threats for all possible access points to the 

information system and analyze the assets that contain these threats. According to the risk level assessment, it is 

possible to construct a protection system or modify it for new threats to improve the reliability and productivity of 

ACSMIC functioning with a hierarchical control structure (Victor Galaz et al., 2021). 

At the current stage of development, the metallurgical industry company is a complex hierarchical 

infrastructure, which includes both assembly lines and automatic operational control systems, decision-making 

systems, expert groups, databases and knowledge bases, computer networks and automated workplaces 

(technological, administrative and managerial), which are connected into a single functional infrastructure. 

Accordingly, in case of threats and attacks, it is important to minimize the risks of production function failure. 

In the era of the 4th industrial revolution, which the whole world has entered, Ukraine must also develop its 

own processing metallurgical industry, integrate the potential of high-tech sectors into it and find its place in the 

global world – not as a raw material, but as a high-tech and post-industrial state. Today, the main focus of the state 

policy is on integrating a number of projects into it that have already begun to develop in the regions in the areas 

of "Engineering – Automation – Mechanical Engineering" clusters and smart specialization. The challenge remains 

the same as in 2016 – much better consolidation of the various sectors and stakeholders of Industry 4.0 is needed 

to bring this strategy to the national level. At the same time, new trends bring new challenges. In his article (Klaus 

Schwab, 2016), Klaus Schwab writes that cyber security threats will increase. Therefore, the number of attacks 

and new threats to the automated control systems of the metallurgical industry companies will increase, as well as 

the number of risk situations for such systems.    

In response to all these facts, it has been decided to conduct an actual scientific study, the main goal of which 

is to substantiate the assessment method of the risk situations emergence for the metallurgical industry companies 

based on the integration of information technologies and situational system analysis based on function coordination 

strategies. 

The relevance of this study is confirmed by the introduction of data and knowledge assessment models in the 

EU to make balanced decisions in business, which is described in a European strategy for data for its 

implementation until 2030 (A European strategy for data, 2020). 

 

Literature review  

 

An analytical review of the problem of assessing the risks level and causes, which has a long history and is 

characterized by its methodology at various stages of research, as well as countermeasures to their emergence, is 

carried out. The problem of analyzing the causes of risk situations and emergency states of manufactured systems 

has its own specifics and appropriate research methods. For example, with regard to the methodology of the 

conducted research, one can point to the following methods, namely: in the work, the authors of (Stolyarov N., 

2018) study the methods of describing information protection methods; the authors (Sabat V.I., 2014; 

Khoroshko V.O. et al., 2020) have performed the risk analysis in automated document management systems and 

synthesis of risk models; the authors of the work (Haley E.J. et al., 1984) have considered the issue of the risk 

level assessment in man-made systems based on the reliability concept; in a number of works (Syreyshchikova 

Nelli V. et al., 2019; Malyuk A.A., 2004; Ostapenko G.A., 2007) the methods and means of information 

technologies for constructing protection systems of various classes are substantiated; the works (Sabat V. et al., 

2022; Durnyak B.V. et al., 2022) consider logical-cognitive and information technologies for increasing the 

security of control systems; the authors (Bobalo Yu.Ya. et al, 2020) consider the methods of constructing strategic 

level information protection systems and the risk level assessment. The book (Page S., 2017) proves that a group 

of experts will make better decisions about risk than individual specialists. The method of risk analysis and 

management (CRAMM Version 5.1 User Guide, 2021), which was presented by the central computer and 

telecommunications agency, allows risk analysis and control based on assessments assigned to resources, threats 

and vulnerabilities of resources. The following OCTAVE method (Alberts, C. et al., 2021) allows one to assess 

risk through the perspective of expected loss, without assessing probability, using a qualitative high/medium/low 

scale. There is also a risk assessment approach that uses ontology-based modelling (Palmer C. et al., 2018; 

Mozzaquatro, B.A. et al., 2018), and it uses semantic elements identified during risk analysis, which is a simple 
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and understandable way. A promising method for the risks assessment of automated control systems is the artificial 

neural network approach, which solves the problems of the above methods, in particular regarding flexibility and 

adaptability, but it requires a lot of intellectual resources for training networks (Paltrinieri, N. et al., 2019; 

Changwei, Y. et al., 2019). Nevertheless, these methods have not been fully tested for the metallurgical industry 

companies regarding the risk situations assessment for automated control systems. 

With the rapid development of information and innovative technologies, there is an opportunity for early 

warning about risks and system security using computer technology. The risk of emergencies has always been the 

main factor limiting the sustainable development of companies in the metallurgical industry. Many studies focus 

on the study of risk assessment methods in various industries. For example, Polishchuk V. et al. (2021) developed 

a methodology for identifying the process controllability level in complex systems, taking into account risk-

oriented factors of influence, which can be adapted for the metallurgical industry companies. The authors of (Paul 

Loft et al., 2022) consider increasing the accuracy of the assessment of information security risks of organizations 

through the implementation of corporate architecture. A safety assessment system is constructed based on dynamic 

Bayesian networks (Wang, Y. et al., 2010), which can be easily adapted to the metallurgical industry companies. 

The paper (Wu F. et al., 2021) presents highly reliable software systems used to prevent failures and increase the 

safety of automated control systems. The work (Xie, X.C. et al., 2019) presents an intelligent software platform 

for improving the quality of threat analysis of business processes by combining hazard and performance studies, 

the analysis of the protection level, and taking into account security requirements for completeness. Coal-mining 

and metallurgical companies have implemented information systems for labour protection management, which is 

also one of the elements of risk assessment (Yan X. et al., 2020; Zhang J.Q. et al., 2019). 

Nevertheless, it can be stated that at the current stage, no comprehensive study of the risk situations 

assessment for automated control systems of the metallurgical industry companies has been presented. 
 

Material and Methods 

The process of risk assessment necessarily contains elements of predicting the future and, accordingly, the 

presence of many factors of uncertainty that are not foreseen in advance. Uncertainty is a rather broad concept that 

reflects the objective impossibility of obtaining absolute knowledge about the system's functioning's internal and 

external conditions and its parameters' ambiguity. Risk assessment uses methods of probability theory to represent 

uncertainty. In this context, the events that can occur are divided into permanent, periodic and random. The first 

two types of events are determined (deterministic), but the probability of random variables is also a precise 

mathematical concept and is defined explicitly. The probability theory can be used to represent uncertainties, 

despite the fact that these uncertainties can have different forms. 

Although the term "probability" has a precise mathematical definition, its meaning, when used to represent 

uncertainties, is subject to various interpretations. Thus, a frequentist probability is considered to be the system's 

tendency to a certain manifestation in a theoretically infinite number of trials, i.e.:  
 

 ���� = ���	→� �

	�, (1) 

 

where ���� — is a probability of an event; А; Х — a frequency of an event; n — the number of absolutely identical 

trials. 

However, the frequency interpretation of probability cannot always be used in risk assessment. This refers to 

events that have not been observed in the past; therefore, it makes sense to assert the realization of these events 

only in the future. This especially applies to projects that involve the use of fundamentally new equipment and 

technologies. As fundamental research has shown, the probability theory can be interpreted differently from the 

statistical one. This interpretation was called subjective or Bayesian probability. Subjective probability is 

associated with a certain type of human decision-making behaviour and is not used to calculate other frequencies 

but to predict decision-making behaviours. By interpreting the theory for one decision-making situation, it is 

possible to predict the decision-makers actions in other situations. If it acts according to the probability theory, 

then the prediction turns out to be correct. Therefore, the subjective probability is considered the conviction degree 

in the feasibility of event A, the value of which is taken a priori. This view of probability is often used in various 

areas of science and technology and enables the use of professional expert assessment in the form of a numerical 

value of subjective probability and insufficient statistical data on the frequency of this or that event. 

Mathematically, subjective probability can be operated on like any other probability. 

Under company assets, one will understand the company's information or resources and the control system's 

structure, which are subject to protection. 

Definition 1. Risk is a fundamental concept in the protection system, which allows for identifying weak points 

and taking countermeasures for their localization and neutralization. 

Definition 2. Risk is the loss probability that requires protection; in the absence of influences from external 

and internal threats, protection is not required. 
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Definition 3. Threats are any circumstances or events that may cause a violation of the information security 

policy and/or damage to assets, the structure of the control system, and the aggregated technological process. 

Definition 4. System vulnerability is the system's inability to counteract a certain threat or set of threats. 

(Stolyarov N., 2018). 

Together, these components form the basis of risk (Sabat V.I., 2014). Let one present the relationship of the 

main concepts in Fig.1, where �	� —is the threat scale; �� —— is the vulnerability scale; ��  — is the risk scale. 
 

 
Fig. 1. Relationship between risk, vulnerability and threat 

 

As seen in Fig.1, a three-level risk scale can be introduced for the relationship between threats and 

vulnerabilities, which is usually sufficient for its assessment. 

Definition 5. Low risk refers to the security system condition in which an attacker needs to spend significant 

effort and expense to attack an organization but can only achieve minor results that do not cause significant damage 

to the organization. 

In this case, the risk can be qualified within acceptable limits, and the security services make corrections in 

the protection system only when the risk level exceeds the acceptable norms defined by the security policy. 

Definition 6. A medium risk level indicates that the threat is beyond the acceptable limits and can lead to 

attacks due to the organization's vulnerabilities, so measures must be taken to reduce the risk level to acceptable 

norms (low level). 

If proper countermeasures are not taken in a timely manner, the risk level may increase to a high level. In 

case of high-risk levels, it is necessary to take constructive and safety measures to reduce them. Otherwise, it can 

lead to the direct performance of attacks in the weakest link of the organization's defence system. Attacking agents 

will take advantage of this by scanning the system for its high vulnerability due to an existing threat and performing 

an attack that will cause significant damage to the organization. 

When identifying and assessing the risk, it is also necessary to take into account the existing countermeasures 

against both external and internal attacks. They, in turn, reduce the risk level for the organization. However, in the 

process of functioning in any organization, or production system, there may be a need to reassess the risk associated 

with changes in the structure of the management organization or security policy. Therefore, existing 

countermeasures are closely related to the concept of risk and require constant correction in the assessment process. 

The concept of risk is related to the concept of the reliability of the functioning of the studied control structure 

of units and aggregates and their ability to function in accordance with the mode and goals of the production 

structure in various branches and levels of the hierarchy with an acceptable risk assessment. 

In accordance with the analysis goals, various methods and concepts of identifying the acceptable level of 

emergency risk and reliability of information system functioning have been developed (Table 1). 

Risk assessment managers make decisions based on risk assessment and other components, including 

economic, political, environmental, legal, reliability, productivity, safety and other factors. The answer to the 

question: "What security is sufficient?" is ambiguous and constantly changing in accordance with changes in the 

perception and understanding of risk. In order to identify "acceptable risk", managers need to analyze various 

options for the best choice. In some industries, the acceptable risk is identified through negotiation. For example, 

the US Nuclear Regulatory Commission requires that the reactor design be such to ensure reliability, stability and 

functional control, robustness to disturbances during the entire operational cycle and be checked at all stages of 

energy generation in accordance with the nuclear safety standards of reactors (Haley E.J. et al., 1984). 
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Table 1. System concepts and methods for identifying the acceptable risk level  

Method Short description Class 

Risk conversion factors 

 

This method reflects the community's attitude to risk by comparing 

risk categories. It also provides an assessment for accepting risk 

conversion values between different risk categories 

Cognitive 

Farmer's curve 

 

It represents the dependency of the risk profile (cumulative 

probability) for certain consequences (for example, deaths). It 

graphically shows the area of risk acceptance/rejection. 

Cause and effect 

Defining benefits 

 

By comparing the risk and benefits of the activity, this method 

categorizes social preferences for voluntary and forced subjection to 

risk. 

Goals balance  

Assessment of 

consequences significance 

It compares the risk probability and the significance of the 

consequences for different industry categories to identify the 

acceptable risk level. 

Reliability 

Effectiveness of risk 

reduction 

 

It establishes the relationship between costs and the degree of 

risk reduction. If the costs exceed the benefits of risk reduction, then 

risk reduction measures are not applied. This may not coincide with 

societal notions of safety. 

Economic 

Risk comparison  

 

The method compares different types of activity, industries, 

etc. and is best suited for comparing risks of the same type. 

Process 

 

Another way to assess risk acceptance is to identify the effectiveness of risk reduction based on the selection 

of an effective strategy: 

 

∃����� ����� : ���� = �
�� 
△� � ,△ # → ��$△�,△ � ⊂ &�'(,                                            (2) 

 

where )�� — are risk reduction costs; △ # — is a reduction in the risk level, where: △ # = #'� − #+�, where #'� 
— is the risk before measures to reduce it; #+� — is the risk after measures to reduce it; ��$△� — is the degree 

of risk reduction; &�' — is the permissible interval of action of the risk reduction measures. △ # is also called the 

benefit obtained as a result of the risk reduction process. The risk reduction effectiveness ��� can be used to 

compare several risk reduction attempts (Fig. 2). 

In accordance with the system concept of the risk level assessment, the risk types and their characteristics can 

be classified according to the goals of the hierarchical structure functioning (Table 2). 
 

Table 2. Classification and characterization of the risk types of unforeseen situations in complex human-oriented systems 

Risk types Risk object Risk source  Risk event ,�-./ 

Individual Man Conditions of human activity Illness, injury, disability, 

death 

Cognitive 

,�/ ∈ 10,0 ÷ 1,05 
Manufactured Technical system Technical imperfection, violation 

of operating rules 

Accident, catastrophe Project 

,�6 ∈ 10,0 ÷ 1,05 
Ecological Ecological systems Anthropogenic intervention in the 

environment, technogenic 

emergency situations 

Anthropogenic ecological 

disasters, natural disasters 

Threats 

,�� ∈ 10,0 ÷ 1,05 
Social Social groups Emergency situation, 

deterioration of the life quality  

Group injuries, diseases, 

increased mortality 

Mental 

,�7 ∈ 10,5 ÷ 1,05 
Economical Material resources Increased danger of production or 

the environment 

Increase in security costs, 

damages from insufficient 

security 

Resource 

,�� ∈ 10,5 ÷ 1,05 

 

A number of risk assessment methods have been developed based on the centuries-old practice of analyzing 

the risk's causes and methods of assessing their level (emergency, marginal, permissible, minimally permissible, 

cognitive in the processes of control and system design). 

But the problem of resilience, that is, the restoration of system functions after active attacks on resources, 

structure and control processes, at high levels of risk: 9,���-, :7 , �-� → 1,0;, або 9,���- , :7, &�-�",'; is not fully 

resolved because the strategic goals of the threats are unknown in such cases. 

Individual risk is determined by the probability of a potential danger implementation in case of a risk event 

emergence. Individual risk can be voluntary if a person's activity determines it voluntarily and forced if a person 

is exposed to risk as a part of society (for example, living in a polluted area and near objects of increased danger). 

Sources of individual risk and risk events that initiate it determine the cognitive influence on decision-making at 

all levels of the production hierarchy and society and administrative management.  
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Fig 2. A system-oriented method of identification of the reliability of functioning of self-recovering complex hierarchical structures  

and assessing the risk level  

 

Result  

 

The results of the study have been tested on real data regarding the assessment of the probability of threats 

emergence to the automated control systems of the metallurgical industry companies. In the process of research 

into the probability of threats emergence to ACSMIC, a survey of system administrators of the metallurgical 

industry companies of Ukraine has been conducted in order to increase the reliability of assessing the probability 

of implementation and the threats emergence frequency to the company assets. Real survey data was collected 

from January to October 2021 through the cooperation of various organizations. Respondents were sent a diagram 

of dependencies between ACSMIC assets, a table with a list of ACSMIC assets and threats, and were asked to 
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assess the criticality, probability and frequency of threats emergence for each ACSMIC asset, taking into account 

dependencies between assets. The probability was assessed according to the following scale: 0 — the threat cannot 

be realized for this asset; 1 — low probability of threat emergence; 2 — the average probability of threat 

emergence; 3 — a high probability of threat. As a result of the surveys, the most common threats were identified, 

which have the highest probability of emergence for such assets: 

● local networks; 

● servers; 

● mobile personal computers; 

● workstations; 

● ACSMIC software modules; 

● supporting software; 

● central database; 

● internal data for the control of the metallurgical industry company; 

● hard copies (hard drives, CDs, flashcards); 

● document archives; 

● output files; 

● services provided by ACSMIC; 

● the prestige of the organization. 

 

The analysis of the results was carried out according to the principle of "maximum assessment"; that is, the 

highest assessment was selected from a number of assessments of one indicator of threats or vulnerabilities of the 

asset. The list of threats included threats related to various risk categories and functions (cognitive, systemic, 

informational). Table 3 shows the attacking agent's most common threats and actions, which have the maximum 

probability of detection for the company's assets. 
 

Table 3. Probability of threats emergence to ACSMIC assets  

Threat 

Probability of threat emergence to ACSMIC assets  
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 

Human physical threats aimed at the information system resource (IS)  

Disclosure, transfer or loss of access delimitation 

attributes 

0 3 3 3 3 3 3 3 3 0 3 3 3 

Human physical threats aimed at IS communication channel 

Cable damage 3 0 0 0 1 1 1 1 0 0 3 3 3 

Global physical threats aimed at  IS 

Natural disasters, artificial disasters, military 

operations, terrorist act 

1 1 1 1 1 1 1 1 1 1 1 1 1 

Local physical threats aimed at  IS 

Failure of external and internal (reserve) sources of 

power supply, sharp voltage fluctuations in the power 

grid 

3 3 3 3 0 0 0 0 0 0 0 3 3 

Physical threats connected  with the equipment failure 

Loss of information as a result of the failure of data 

carriers, defective data carriers 

0 3 3 3 3 3 3 3 2 2 2 3 3 

Local logical threats aimed at the operating system (ОS) 

Launching the OS from external media, modifying OS 

components, refusing OS maintenance 

0 0 0 0 2 3 3 3 2 0 2 3 3 

Local logical threats aimed at software 

Opening files with macro viruses, modifying 

application software 

0 0 0 0 2 3 3 3 2 0 2 3 3 

Local logical threats aimed at information, 

which is stored and processed on the resource 

Unauthorized modification of information in the 

database stored on the resource 

0 0 0 0 0 0 3 3 3 0 3 3 3 

Remote logical threats aimed at OS 

Running exploits using remote OS vulnerabilities 0 0 0 0 1 1 1 1 0 0 1 1 1 

Remote logical threats aimed at network services 

Running exploits that use remote vulnerabilities in 

network services and lead to the execution of arbitrary 

code on a remote PC 

0 0 0 0 0 1 1 1 0 0 0 1 1 

Logical threats aimed at network equipment 
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Unauthorized access to a network device at the 

software level 

1 0 0 0 1 1 1 1 0 0 1 1 1 

 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 

Threats connected with physical and psychological effects on a person 

Decreased response to incidents due to administrator 

incapacity 

1 1 1 1 1 1 1 1 1 0 1 1 1 

Threats related to spy activity 

Disclosure, modification and substitution of 

confidential information by company employees 

0 0 0 0 0 1 1 1 0 0 1 1 1 

Threats related to unintended actions of personnel 

Accidental deletion of critical information 0 0 0 0 3 3 3 3 3 3 3 3 3 

 

The frequency of threats emergence 

For further risk assessment, the frequency of threats emergence during a certain period should be assessed. 

Table 4 shows the frequency of threats emerging to ACSMIC assets during the year. The frequency of emergence 

is assessed according to the following scale: 0 — the threat does not occur for this asset; 1 — the low frequency 

of threat emergence; 2 — the average frequency of the threat emergence; 3 — the high frequency of threat 

emergence. 

 
Table 4. Frequency of threats emergence to ACSMIC assets during a year 

Threat 

Frequency of threats emergence to  ACSMIC assets during a year 
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 

Human physical threats aimed at the information system resource (IS)  

Disclosure, transfer or loss of access delimitation 

attributes 

0 3 3 3 3 3 3 3 3 0 3 3 3 

Human physical threats aimed at IS communication channel 

Cable damage 1 0 0 0 1 1 1 1 0 0 1 1 1 

Global physical threats aimed at  IS 

Natural disasters, artificial disasters, military 

operations, terrorist act 

0 0 0 0 0 0 0 0 0 0 0 0 0 

Local physical threats aimed at  IS 

Failure of external and internal (reserve) sources of 

power supply, sharp voltage fluctuations in the power 

grid 

3 3 3 3 0 0 0 0 0 0 0 3 3 

Physical threats connected  with the equipment failure 

Loss of information as a result of the failure of data 

carriers, defective data carriers 

0 2 2 2 2 2 1 2 0 0 2 2 2 

Local logical threats aimed at the operating system (ОS) 

Launching the OS from external media, modifying OS 

components, refusing OS maintenance 

0 0 0 0 3 3 3 3 3 0 3 3 3 

Local logical threats aimed at software 

Opening files with macro viruses, modifying 

application software 

0 0 0 0 3 3 3 3 3 0 3 3 3 

Local logical threats aimed at information, which is stored and processed on the resource 

Unauthorized modification of information in the 

database stored on the resource 

0 0 0 0 0 0 3 3 3 0 3 3 3 

Remote logical threats aimed at OS 

Running exploits using remote OS vulnerabilities 0 0 0 0 2 2 2 2 0 0 2 2 2 

Remote logical threats aimed at network services 

Running exploits that use remote vulnerabilities in 

network services and lead to the execution of arbitrary 

code on a remote PC 

0 0 0 0 0 2 2 2 0 0 0 2 2 

Logical threats aimed at network equipment 

Unauthorized access to a network device at the 

software level 

1 0 0 0 1 1 1 1 0 0 1 1 1 

Threats connected with physical and psychological effects on a person 

Decreased response to incidents due to administrator 

incapacity 

1 1 1 1 1 1 1 1 1 0 1 1 1 

Threats related to spy activity 

Disclosure, modification and substitution of 

confidential information by company employees 

0 0 0 0 0 1 1 1 0 0 1 1 1 

Threats related to unintended actions of personnel 

Accidental deletion of critical information 0 0 0 0 3 3 3 3 3 3 3 3 3 
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Thus, based on the analysis of the data in Tables 3, and 4, a list of threats to ACSMIC is received, which may 

occur with a medium or high probability and cause significant damage to one or several assets, which will lead to 

significant violations in the work of ACSMIC. 

When analyzing the threats emergence frequency in the work of ACSMIC (from the above during the year), 

it is possible to single out the following 10 threats that occur most often: 

1. Failure of external and internal sources of energy supply; 

2. Sharp voltage fluctuations in the grid; 

3. Loss of information due to the failure of data carriers or their defects; 

4. Running files with viruses that operate on OS, including from external media; 

5. Modification of OS components; 

6. Failure of OS maintenance; 

7. Opening files with macro viruses; 

8. Application software modification; 

9. Failure in software maintenance; 

10. Threats related to unintended actions of personnel. 

 

Vulnerability assessment 

When assessing vulnerabilities, the concept of vulnerability is taken into account as a property or attribute of 

an asset that can be used in a different way or for other purposes than those for which this asset is intended. This 

type of assessment involves the identification of vulnerabilities in the environment, organization, procedures, 

personnel, management, administration, hardware, software, or communication equipment that a threat source 

could use to cause damage to the organization's assets and business activities. By itself, the presence of 

vulnerabilities does not cause damage since this requires the presence of a corresponding threat and an attack that 

uses it. The presence of a vulnerability in the absence of such a threat does not require the use of protective 

measures, but the vulnerability should be recorded and further tested in case the situation changes. It should be 

noted that improperly used, or malfunctioning security measures can become sources of vulnerabilities. (Sabat V. 

et al., 2022). 

To assess vulnerabilities, a specialized IS vulnerability catalogue of "Digital Security" is used. The 

assessment of vulnerabilities will be carried out only for the threats given in the work since it does not make sense 

to assess vulnerabilities for non-critical threats, as well as for those that emerge with a very low probability. Table 

5 presents a list of vulnerabilities for all critical threats and an assessment of the probability of vulnerability 

implementation. The probability is assessed according to the following scale: 1 — low probability of vulnerability 

implementation; 2 — average probability of vulnerability implementation; 3 — high probability of vulnerability 

implementation. 
 

Table  5. Vulnerabilities assessment 

Threat Vulnerabilities of ACSMIC used by the threat 

P
ro

b
ab

il
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y
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f 
v
u
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er
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il
it

y
 

im
p
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m
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ta
ti

o
n

  
to

 t
h

e 
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1 2 3 

Human physical threats aimed at IS  resource 

Unauthorized 

use of 

equipment 

Absence of pass systems for staff and one-time visitors 

The object's security system does not meet modern requirements, or there are ways of unauthorized access to the 

protected area 

Lack of regulations for access to premises with resources that contain valuable information 

Lack of control over personnel handling resources with valuable information 

Absence of the object surveillance system 

There is no periodic inspection of premises with resources containing valuable information for the presence of 

technical means of intelligence 

Lack of instructions for the staff regarding the use of the company's equipment 

Lack of access control system to the equipment 

2 

1 

 

1 

1 

1 

1 

 

3 

3 

Disclosure, 

transfer or loss 

of access 

delimitation 

attributes 

Lack of procedures for regularly reviewing the list of persons who have access to premises with resources 

containing valuable information 

Absence of regulation for terminating an employee's access to a protected area in the event of dismissal 

Absence of instructions for staff regarding compliance with the company's pass regime 

Personal visual staff identifiers do not contain identifiable information that is highly distinguishable 

There is no periodic check of whether the access delimitation attribute belongs to an authorized employee 

1 

 

2 

2 

1 

3 
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1 2 3 

Human physical threats aimed at IS communication channel 

Cable damage 

 

Power and telecommunication cables are not separated 

Critical telecommunication cables are not duplicated 

There are no means to detect an unauthorized connection to cable systems 

Critically important telecommunication cables are not protected by boxes 

There is no warning or explanatory marking on the cables for users 

Lack of cable shielding 

Critically important telecommunications cables are located in public areas 

Lack of instructions and markings for service personnel on cables and electronic equipment 

3 

3 

1 

3 

3 

2 

1 

3 

Local physical threats aimed at  IS 

Fire Lack of reserve systems 

Lack of fire protection 

Fireproof safes are not used 

Flammable materials are located near resources with valuable information 

3 

1 

1 

3 

Cross-reference Lack of shielding 

Incorrect separation of power cables 

2 

3 

Failure of 

external sources 

of energy 

supply 

Lack of reserve systems 

Absence of duplicate energy supply sources 

Uninterruptible power supplies are not used 

3 

3 

3 

Failure of 

backup sources 

of energy 

supply 

Lack of reserve  systems 

Absence of duplicate energy supply sources 

Uninterruptible power supplies are not used 

Regular maintenance of uninterruptible power sources is not carried out 

3 

3 

3 

3 

Sharp voltage 

fluctuations 

Lack of reserve systems 

No network filters are used 

The permissible number of electricity consumers has been exceeded 

3 

3 

3 

Physical threats connected  with the equipment failure 

Loss of 

information as a 

result of a 

failure of data 

carriers 

Lack of reserve systems 

Lack of instructions for staff regarding the use of company resources 

There is no technical maintenance of data carriers 

 

3 

3 

3 

Defective data 

carriers 

Data carriers are not checked after their purchase 

Absence of regulations for the purchase of new equipment 

3 

3 

Decrease in 

equipment 

reliability 

The equipment is not replaced in a timely manner 

Regular maintenance of the equipment is not carried out 

Non-observance of equipment operating conditions 

3 

3 

3 

Local logical threats aimed at ОS 

Running files 

with viruses 

that operate on 

OS 

Anti-virus software is not installed 

Anti-virus software is not regularly updated 

Typical errors when configuring the OS 

Lack of instructions for personnel regarding anti-virus protection of information resources 

2 

2 

2 

3 

Launching the 

OS from 

external media 

Availability of devices for reading external media 

Lack of instructions for staff on working with IS 

BIOS  settings allow one  to run the OS from external media 

It is possible to change BIOS settings; there is no password protection 

2 

3 

3 

3 

Modification of 

OS components 

Anti-virus software is not installed 

Anti-virus software is not regularly updated 

Lack of instructions for staff working with IS 

Lack of integrity control of executable files and OS system libraries 

The principle of least privilege is not followed when assigning user rights 

2 

2 

3 

1 

2 

OS service 

failure 

Lack of backup of data processed by OS and OS settings itself in order to be able to deploy the operation of OS 

in a backup location 

Lack of OS recovery systems 

No OS recovery procedures 

Unstable operating systems are used on critical objects 

No network load balancing system is used 

3 

 

3 

3 

1 

1 

Local logical threats aimed at software 

 

Opening files 

with macro 

viruses 

Anti-virus software is not installed 

Anti-virus software is not regularly updated 

Lack of instructions for personnel regarding anti-virus protection of information resources 

Typical errors in the configuration of interpreters 

2 

2 

3 

1 

Modifying 

application 

software 

 

Anti-virus software is not installed 

Anti-virus software is not regularly updated 

The principle of least privilege is not followed when assigning user rights 

Lack of integrity control of executable files and libraries of application software 

Absence of an approved list of application software permitted for use 

2 

2 

3 

1 

3 
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1 2 3 

Failure to 

service the 

application 

software 

No network load balancing system is used 

Absence of an approved list of application software permitted for use 

Lack of instructions for testing and deploying the application software in the business environment 

Absence of recovery systems for working configurations of application software 

Absence of application software recovery procedures 

Unreliable application software is used at critical facilities 

Failure to meet the requirements of the application software for the hardware configuration, taking into account 

the maximum possible load 

1 

3 

3 

3 

3 

1 

1 

 

Local logical threats aimed at information, which is stored and processed on the resource 

Unauthorized 

modification of 

information in 

the database 

stored on the 

resource 

Lack of reserve systems 

Lack of instructions for staff working with IS 

Lack of DBMS settings that ensure transaction security 

No transaction log 

Lack of authorization to make changes to the DBMS 

Lack of data and DBMS integrity control 

The workstation (terminal) is not locked when idle 

3 

3 

1 

1 

1 

1 

1 

Unauthorized 

modification of 

electronic 

documents 

containing 

valuable 

information 

Lack of reserve systems 

Lack of instructions for staff working with IS 

The workstation (terminal) is not locked when idle 

An electronic digital signature is not used when forwarding electronic correspondence 

The absence of a secure document management system in the company 

No cryptographic data protection system is used 

Lack of regulations for working with the cryptographic data protection system 

3 

3 

1 

3 

1 

3 

3 

Loss or 

violation of the 

integrity of 

information due 

to incorrect 

operation of the 

software 

Lack of reserve systems 

Lack of integrity control systems 

There is no software testing before implementation 

There is no regular check of the correct operation of the software 

Low qualifications of system administrators 

 

3 

1 

2 

1 

2 

Deletion  of 

valuable 

information in 

the database by 

the attacker 

Lack of reserve systems 

No transaction log 

The workstation (terminal) is not locked when idle 

Lack of authorization to access DBMS 

Lack of instructions for staff on working with confidential information 

3 

1 

1 

1 

3 

Deletion of 

electronic 

documents with 

valuable 

information by 

the attacker 

Lack of reserve  systems 

The workstation (terminal) is not locked when idle 

The absence of a secure document management system in the company 

Lack of instructions for staff working with confidential information 

Lack of authorization when accessing the resource 

 

3 

1 

1 

3 

1 

Threats related to unintended actions of personnel 

Violation of 

confidentiality 

of information 

due to 

inadvertent 

actions 

The absence of a secure document management system in the company 

Job descriptions do not include liability for inadvertent actions 

Absence of mandatory informing of personnel about regulatory documents that regulate work with confidential 

information 

There is no regular verification of users' rights to access information resources 

Absence of confidentiality markers (vultures) on documents containing confidential information 

1 

3 

3 

 

1 

3 

Unintentional 

violation of 

information 

integrity 

Lack of reserve systems 

The absence of a secure document management system in the company 

Job descriptions do not include liability for inadvertent actions 

Absence of mandatory informing of personnel about regulatory documents that regulate work with confidential 

information 

There is no regular verification of users' rights to access information resources 

No mandatory authorization to modify confidential information 

 

3 

1 

3 

3 

 

1 

1 

Accidental 

deletion of 

critical 

information 

Lack of reserve  systems 

The absence of a secure document management system in the company 

Job descriptions do not include liability for inadvertent actions 

Absence of mandatory informing of personnel about regulatory documents that regulate work with confidential 

information 

There is no regular verification of users' rights to access information resources 

No mandatory authorization to delete information 

3 

1 

3 

3 

 

1 

1 

 

Discussion  

 

The research has been conducted, based on the identification of assets of the metallurgical industry companies 

and the dependency scheme between assets, according to the studies developed in the scientific work for printing 

industries (Sikora Lyubomir et al., 2021), where the criticality, probability and frequency of threats emergence are 

assessed for each asset of ACSMIC. As a result of the study, the most critical threats that occur most often during 

the year are identified. This, in turn, makes it possible to increase the protection and reliability level of ACSMIC 

by implementing proactive management to reduce the vulnerability and threats level to assets whose risk level 
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exceeds the permissible limits defined in the security policy. The shortcomings of the conducted research include 

the fact that when collecting data (2021), the metallurgical industry companies worked in the usual safe mode, and 

other modes of their operation were not taken into account, for example, martial law, restrictions on the use of 

energy resources, shelling, etc. After the full-scale invasion of enemy troops into Ukraine, such operation modes 

exist for the metallurgical industry companies. Of course, today, many of the parameters of asset studies listed in 

the tables are becoming critical, so in wartime, it is necessary to introduce their correction, which was not taken 

into account in peacetime. This limitation inspires the authors for future research in this area.  

In the course of the conducted research, the definition of the concepts of risk, threat, and vulnerability in the 

concept of protection systems for company assets is proposed. The relationship scheme between risk, threat and 

vulnerability is substantiated and developed according to a three-level scale of risk assessment. Although a more 

flexible scale can be used for other studies, three risk levels are sufficient for this study: low, medium and high. 

The concepts and methods for identifying the acceptable risk level and the effectiveness of reducing the risk 

of the system function loss in case of interference with the management process are analyzed, based on which a 

system-oriented method of identifying the reliability of the functioning of self-recovery complex hierarchical 

structures and risk assessment is proposed. The classification and characteristics of the risk types of unforeseen 

situations in complex human-oriented systems with the identification of their ranges of values in the formation of 

the total amount of risk in the range from "0" to "1" are presented.  

The analysis of the probability of risks emergence in the process of managing complex systems with a 

hierarchical structure under the conditions of threats and vulnerabilities of assets of automated control systems of 

a metallurgical industry company during formation and decision-making is carried out, based on the study of the 

probability of threats emergence, the frequency of their repetition in the annual terminal period of production for 

the most used assets and their vulnerability to critical threats. The ten most probable threats for each of the assets 

are identified, which require taking necessary countermeasures to reduce the risk level within acceptable norms. 

The study results are verified and tested on the real data of the survey of system administrators of the 

metallurgical industry companies of Ukraine. The rationality of the obtained results proves the advantages of 

assessing the emergence of risk situations. The reliability of the obtained results is ensured by the correct use of 

the logical-systemic approach, probabilistic methods, and selecting an effective strategy when identifying the risk 

level for assets and ACSMIC as a whole. 

 

Conclusions 

 

The research is conducted on the actual innovative task of substantiating the method of assessing the risk 

situations emergence for metallurgical industry companies, based on the integration of information technologies 

and situational system analysis on the basis of function coordination strategies. The following results are obtained: 

• for the first time, a comprehensive definition of the risk of emergency situations is substantiated, the 

factors affecting the system control process and the system concept and methods for determining the acceptable 

level of emergency risk under an active attack or threat factors are identified; 

• for the first time, a system-oriented method of identifying the reliability of the functioning of complex 

hierarchical structures is improved to counter risks in case of threats. The classification of risk types and 

infrastructure failure is carried out due to the system blocking of the automatic document management system, 

which is a part of the structure of automatic control systems of the metallurgical industry companies. 

The research results can be implemented in the design of the control and protection system not only for 

ACSMIC but also for any complex systems with a hierarchical structure under threats and crisis situations, as well 

as for companies of other industries.  

Further research of the problem can be seen in developing the software for the practical use of the developed 

model, as well as the research of the parameters of the assets in wartime. 
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