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Abstract

As the global oil and gas industry moves towards achieving sustain-
able development climate goals, the role of hydrocarbon production
optimization is increasing, facilitated by Industry 4.0 technologies
such as digital twins. The quality of their operations is determined by
several factors, including the speed and reliability of data transfer.
This makes it relevant to study the influence of the data transfer pro-
tocol choice on the efficiency of digital twins in the oil and gas in-
dustry. The purpose of the study is to compare three common ap-
proaches to data exchange (REST API, MQTT, and WebSocket) in
the context of integrating a digital twin with real-time control sys-
tems. To achieve this goal, an experiment was conducted to measure
the data transfer parameters of a digital twin of an oil and gas well
using the REST API, MQTT, and WebSocket protocols, on an exper-
imental stand that emulates the "smart well — cloud digital twin — mo-
bile application" scenario. Technical implementation was carried out
using the Java / Kotlin languages for the Android client (digital twin).
The stand was used to analyze their efficiency, transmission reliabil-
ity, and ability to operate in real time. As a result of the comparative
experiment, it was found that protocols with a constant connection
(MQTT, WebSocket) have significantly lower data delivery delays
than the polling REST API, which directly affects the accuracy and
relevance of the digital model. Based on this, the article provides rec-
ommendations for choosing a protocol depending on the required up-
date efficiency, resistance to network failures, and device limitations.
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digital twin, oil and gas industry, REST API, MQTT, WebSocket,
efficiency, reliability, real-time.
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Introduction

Digital twins are becoming an integral tool for improving efficiency and safety in the oil and gas industry
(Lukyanenok et al., 2023; Cherevko et al., 2024). A digital twin is a virtual model of an industrial facility or process
that operates in parallel with a physical prototype in real time (Mayani et al., 2018), which can also be thought of
as an immersive data analysis technology that enables interaction in the human-infrastructure-equipment system
in such a way as to ensure contextual development of management decisions (Wanasinghe et al., 2020).

As an integral part of Industry 4.0 (Gasanov et al., 2024; Aleshina, 2023), digital twins integrate advanced
technologies such as neural networks, the Internet of Things, machine learning, and predictive analytics (da Silva
etal.,2023). In the oil and gas industry, characterized by complex technological processes and high risk, the timely
receipt of reliable field data is critical. Here, the role of real physical systems’ digital twins is to model scenarios
of equipment failures and wear of individual parts, destruction of well walls, negative impact on the environment,
etc. (Levina et al., 2023). In this way, it is possible to increase equipment productivity and optimize operating
parameters in unconventional gas fields (Alsulaiman et al., 2024). Digital twins are also used to ensure the proper
operation of the casing and cementing, and to avoid formation damage through continuous monitoring and
comparison of predicted indicators with actual indicators (Bykova et al., 2020). A significant use of digital twins
in the oil and gas sector is training employees in safety procedures and emergency response protocols through
immersive simulations (Nagornov, 2024), which generally helps extend asset lifespans (Anaba et al., 2024).

In practice, the use of digital twins of offshore platforms yields the following results: an increase in production
volume by 10-15%, an optimization of investments and operating costs by 12-15%, and an increase in resource
efficiency by 15-17% (Eremin, 2018). In onshore oil and gas drilling, the efficiency of the production system using
a digital twin increases by 3% (Shen et al., 2021).

There is an experience in using specialized software by oil and gas companies for applying digital twins for
seismic visualization in the exploration of new fields (GeoSigns software from Shell), pipeline design and
maintenance (APEX from BP), interactive models of drilling equipment and underground environments (Emerson
and Microsoft software packages for Chevron), digital twins of entire drilling platforms (Johan Sverdrup from
Equinor) (Dada, 2024).

One of the key aspects of digital twins is that they can be updated in real time, allowing for continuous
optimization of the performance of a set of offset wells (Ferrigno et al., 2023) while minimizing predicted shocks
and vibrations, reducing the specific mechanical energy while maximizing drilling speed (Gandikota et al., 2024).
More mature digital twins that integrate virtual and augmented reality technologies determine the performance of
production equipment without human intervention (Mustard et al., 2023) based on controlled variables, allowing
for the monitoring of key performance indicators across process flow diagrams (Yusupbekov et al., 2022).
Reducing carbon emissions in the oil and gas industry can be achieved by integrating Agile frameworks into the
planning phase of digital twin deployments, using methodologies such as Scrum and Kanban, and by leveraging
energy system modeling tools such as EnergyPlus and OpenStudio (Bello et al., 2025).

One of the key parameters of the digital twin’s functioning is the response to real-time performance, ensuring
instant data transfer and visualization. As an example, the digital twin framework of a rack-and-pinion drilling rig,
using platforms such as Unity3D (Jiangang et al., 2024) and Open Subsurface Data Universe, is used to eliminate
isolated data storage in the digital oil and gas production management ecosystem (Correia et al., 2022). A digital
twin of a drilling well must be able to build connections between drilling, well completion, and upstream, including
any well workover activities (Titto et al., 2022), working out “what if?” scenarios without the risk of equipment
damage (Azieva et al., 2024) and interruptions in the supply chain of oil, gas, and oil and gas products to global
markets (Dmitrievsky et al., 2022).

At the same time, despite the lack of an alternative to implementing digital twins in oil and gas production
processes, driven by the challenges of increasing productivity in unconventional fields and reducing carbon
emissions, a number of problems hinder this process. In particular, a complete digital reconstruction of physical
objects can entail incompatibility of innovative technologies and obsolete equipment, which will not allow
recouping investments (Pandi, 2023). Therefore, the speed of cloud and edge computing, as well as the speed of
data exchange, are critical factors for the implementation of digital twins (Knebel et al., 2023), the structure of
which is quite complex and can combine Bayesian inference, Monte Carlo modeling, transfer learning, online
learning, a cognitive approach and hyperdimensional model reduction (Rebello et al., 2023).

Definitely, the range of problems accompanying the implementation of digital twins in the oil and gas industry
is not limited to the speed of data exchange between physical and cyber systems. It includes the accuracy of data
on equipment failure modes, the need to recreate a digital twin when replacing equipment elements, the need to
involve a large number of specialists (Singh et al., 2018), and a high level of cybersecurity (Sudhakar et al., 2023).
Also, artificial intelligence models used in digital twins of various systems in the oil and gas industry should not
introduce even the slightest distortion into the processed data, as this directly affects modeling accuracy (Almatova
etal., 2025). This will acquire a special role in the future with the expected replacement of digital twins with digital
triplets that combine human cognitive functions, perceptual artificial intelligence with physical objects into full-
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fledged virtual domains (Alimam, 2025), which will almost completely eliminate man-made accidents under the
influence of the human factor (Abdrakhmanova et al., 2020).

In general, most digital twins in the oil and gas industry rely on real-time data collection, so they are critically
dependent on the speed of data processing from various sources, including smart sensors (Meza et al., 2024)
coupled with neural networks with long-term and short-term memory (Ren et al., 2021).

In real oil and gas production, data sources can be geographically distributed (wells, pipelines, oil and gas
processing plants, etc.), and communication channels are subject to delays and failures. Therefore, the data transfer
protocol between the physical object and the digital twin directly affects the quality of the model. It is necessary
to ensure minimal delay in information delivery, reliability (so that data arrives without loss), and the ability to
work in real time.

Various technologies are used today to exchange data in such systems. The traditional approach is based on
the REST API — a web service architecture that uses HTTP requests to transfer data (Matcha et al., 2025). The
REST API is widespread and easy to implement; such interfaces are often used to integrate industrial systems and
cloud platforms. For example, the REST API plays a key role in ensuring the interactivity and functionality of web
platforms. However, the classic REST protocol has a limitation: the server cannot send data to the client on its
own — either periodic polling or additional add-ons (long polls, webhooks) are required, which can lead to delays.

An alternative is persistent connection protocols. WebSocket is a technology that allows establishing a long-
term two-way TCP connection between a client and a server (Dyuthi, 2024). Unlike HTTP, where each transaction
requires a separate request and response, WebSocket supports real-time data exchange: after a handshake, the
client and server can freely send messages to each other without additional requests. This makes WebSocket
attractive for tasks that require instant transmission of updates (e.g., monitoring systems, stock trading, and online
chats). It has already been shown that WebSocket provides significantly lower latency compared to traditional
HTTP mechanisms and generally higher scalability with a large number of messages.

For Industrial Internet of Things (IIoT) tasks, the MQTT (Message Queuing Telemetry Transport) protocol
(Amirkhanov et al., 2025) has become especially widespread. MQTT was originally developed for devices with
limited resources and unreliable networks. It implements a publish-subscribe model: sensor devices publish
messages on certain topics, and recipients (for example, a digital twin server) subscribe to them and receive new
data automatically. The advantage of MQTT is a very small message header (at least 2 bytes) and a permanent
connection through a broker, which minimizes network overhead. MQTT is specifically designed for telemetry
and is well-suited for IoT devices. It works efficiently with high latency and limited channel bandwidth, supports
delivery confirmation (QoS 0, 1, 2) for reliability, and saves device energy. Thus, when transmitting the same data,
MQTT can consume ~20% less energy than REST due to the absence of frequent reconnections.

At the same time, each solution has its limitations. REST API, while robust and simple, suffers from model-
execution overhead: it requires opening and closing an HTTP connection for each request, which increases latency
and load. MQTT requires a broker and an additional infrastructure layer, and interactions outside the IoT
ecosystem (e.g., running directly in a browser) may require running MQTT on top of WebSocket. WebSocket,
while easier to integrate into the web environment, does not provide out-of-the-box features such as a message
broker/queue or guaranteed delivery of packets during repeated disconnections — these tasks must be addressed at
the application layer (or WebSocket must be combined with MQTT). When designing a “physical object —
communication channel — digital twin” system, it is important to understand how the choice of protocol will affect
the twin’s ability to operate in real time and reliably.

Therefore, the relevance of this study lies in the need to provide digital models of oil and gas equipment with
timely, accurate data flow. If a digital twin receives telemetry with significant delay or loss, its predictive value
decreases — it no longer reflects the object's current state, and decision-making efficiency is compromised. Modern
Industry 4.0 approaches involve the widespread use of IoT sensors and network technologies to connect the
physical and virtual worlds. However, there is no single data transfer standard for all cases. In practice, the choice
is often between REST APIs (including OPC UA over HTTP in industry), MQTT (via brokers such as Mosquitto,
HiveMQ, etc.), and WebSocket (for direct push interaction with applications). The conference proceedings of
2023-2024 note that information system developers are actively exploring the integration of APIs and network
protocols to improve the efficiency of process management. Digital twins of oil production facilities can be
integrated directly into the control loop and operate in real time. This requires a reliable channel for transmitting
operational data from the facility to the model.

The purpose of this article is to conduct a comparative analysis of REST, MQTT, and WebSocket in the
context of such requirements and to provide recommendations on which protocol is best used for communication
with the digital twin of an oil and gas facility in various situations. The article presents a study of the exchange
efficiency, data transfer reliability within these approaches, and the ability of the digital twin to operate in real
time.

These characteristics of the digital twin are explored through the following additional research questions:
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RQ1. How do the characteristics of the REST API, MQTT, and WebSocket protocols affect the speed of data
exchange between elements of the digital twin of an oil and gas well, allowing the implementation of the “smart
well — cloud digital twin — mobile application” scenario?

RQ2. How does choosing a protocol with the highest data transfer rate affect the performance of a digital
twin?

To provide a reasoned answers to these questions, the article presents an overview of the qualitative and
quantitative characteristics of data transfer protocols from the point of view of their application for communication
with a digital twin, describes a testing stand that emulates the "smart well - cloud digital twin - mobile application"
scenario for analyzing the data transfer rate, and compiles a code for connecting an MQTT client to an Android
application. Experimental data are analyzed in the context of reliability and fault tolerance, scalability in wide [oT
deployments, ease of integration, user visualization and interaction, compatibility, and adherence to standards.

Materials and methods

Comparative analysis of data transfer protocols: REST API, MQTT, and WebSocket

A digital twin is typically created from data from a variety of sources, including IoT sensors, controllers,
manufacturing execution systems, and historical enterprise databases. As Industry 4.0 evolves, the combination of
digital twins and Industrial Internet of Things (IloT) technologies is seen as the key to improving manufacturing
efficiency.

The literature describes successful applications of digital twins to optimize oil and gas production. A virtual
model of a field that receives well data in real time allows operators to more quickly assess production efficiency
and make decisions on regulating equipment operation (Khalkho, 2025). Another example is a hydrodynamic dig-
ital twin of a reservoir that, based on well telemetry, predicts changes in flow rate and pressure in the reservoir
pressure maintenance (RPM) system. Such systems require a continuous data flow from dozens of sensors (pres-
sure, temperature, flow rate, etc.) with minimal delays (Shypul et al., 2023).

The key aspect emphasized by researchers is the digital twin's efficiency. Some authors present a scheme in
which the digital twin is incorporated into an adaptive control loop: control actions are applied simultaneously to
the physical object and its model, and the resulting responses are compared (Pishukhin et al., 2024). At the slightest
discrepancy, the system can adjust the control. It is clear that this approach requires minimal data exchange delays
— seconds and fractions of a second can count, especially when it comes to emergency control. Thus, the data
transmission network must operate practically in real time.

Another important requirement is the reliability and stability of the connection. In the field, the connection
can be unreliable (wireless channels, satellite channels with high ping, interruptions). The digital twin must receive
data even during temporary connection loss, and the protocol must ensure that messages are delivered or stored
repeatedly. Here, the advantage of MQTT stands out: thanks to the broker, it can cache messages for recipients
who are temporarily unavailable and ensure delivery immediately upon connection restoration (QoS 1 and 2 guar-
antee at least-once or exactly-once delivery). At the same time, in a basic HTTP/REST implementation, there is
no built-in resending mechanism, so the application must implement its own logic for handling repeated requests
in case of errors.

The issue of choosing a communication protocol for real-time systems is widely discussed. For web applica-
tions, a comparison of WebSocket and REST is common. It is noted that WebSocket reduces the overhead of
frequent data exchange by maintaining a constant connection (there is no need to send HTTP headers each time,
re-establish a connection, etc.), thereby reducing bandwidth use and system load. On the other hand, the simplicity
of REST (essentially HTTP) facilitates the integration of heterogeneous components and debugging. In the loT
environment, much attention is paid to comparing MQTT and HTTP. Thus, the Bevywise blog (2023) describes a
device control scenario: when using a purely REST scheme, the server cannot instantly notify the device of a new
event — usually, the device polls the server, say, once a minute, which leads to unacceptable delays for interactive
actions. MQTT with a persistent connection eliminates this problem - the broker will immediately send a message
to the subscriber as soon as it receives it from the publisher, without waiting for an additional request. Moreover,
two-way communication (server — device) is supported even if the device is behind a NAT or firewall, since the
initiator of the connection is the device itself, and the connection is maintained constantly.

The software used in this research is based on the Arduino IDE for programming ESP32/ESP8266 microcon-
trollers interacting with DHT11/DHT22 temperature and humidity sensors. The code is based on the Adafruit DHT
Sensor Library and the Adafruit Unified Sensor libraries, which simplify reading sensor data via digital pins. The
sketch includes initializing the sensor, polling values at a specified interval, and outputting readings to the serial
monitor. For the code to operate correctly, the features of ESP boards are taken into account, such as GPIO num-
bers, interrupt support, and power management, and error handling is added for incorrect measurements.

Table 1 summarizes the main properties of the protocols under consideration for their application to commu-
nication with the digital twin.
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Table 1. Comparative characteristics of REST API, MOTT, and WebSocket protocols for digital twin systems.

Characteristic REST API (HTTP) MQTT WebSocket
Interaction model Request-response (client- Publish/subscribe (via broker). Two-way permanent channel (so-
server). cket).

Connection Short-lived, reset for each | Permanent TCP connection to the broker A persistent TCP connection

request. (keep-alive). between two nodes.
Data delivery met- The client requests the data | Devices publish data to a broker, which Either party can send data at any
hod or sends it at the client's then sends it to subscribers. time after the connection is esta-
initiative. The server can- blished.
not initiate sending without
a request.
Delayed updates Higher due to the need to Low: data is pushed through the broker Low: data is pushed immediately
wait for the request; immediately. over an open channel.
polling may be delayed.

Bandwidth Effective for infrequent ex- | Optimized for frequent small messages; Close to MQTT, but there is
changes; frequent requests very small headers. overhead of opening WebSocket
result in significant HTTP (masking frames, etc.).

header overhead.
Reliability of deli- Guaranteed by transport Built-in QoS 0,1,2 — possibility of gu- Guaranteed by transport (TCP).
very (TCP) for each request. A aranteed delivery and queuing for When the connection is broken,
lost request must be repe- offline clients. messages are lost, and manual
ated manually. confirmations/repeats are
required.
Difficulty of imple- Low: widely used, many Medium: MQTT broker required; clients Medium: supported by web
mentation ready-made RESTful API require MQTT libraries. clients (via WebSocket API or
frameworks. libraries), requires server-side so-
cket implementation.
Typical scenarios On-demand status query: Telemetry stream from sensors; [oT de- Online monitoring, real-time
configuration and histori- vices requiring traffic and energy event exchange between server
cal data. savings. and application (web client, mo-
bile application).

As shown in Table 1, the REST API is inferior in terms of interaction efficiency. Its periodic polling model
does not guarantee immediate receipt of critical updates. MQTT was originally designed for low-latency telemetry
and is well-suited for periodic sensor data. WebSocket provides similarly fast bidirectional communication and is
easier to integrate into client applications (especially web interfaces for monitoring). However, MQTT wins in
reliability (QoS modes) and better performance on unreliable networks, while WebSocket focuses on stable con-
nections (or requires an add-on for session recovery).

To quantify differences in the protocols, a testing stand was developed to emulate the “smart well — cloud
digital twin — mobile application” scenario. In this scheme, a physical object (an oil well) is equipped with tem-
perature, pressure, and flow sensors that transmit telemetry to the digital twin server once per second via one of
three protocols. The server performs model calculations (e.g., forecasting well flow rate or equipment wear) and
sends the results to the client application (dashboard) for display to operators. Thus, communication is bidirec-
tional: an incoming data stream from the field to the digital twin and an outgoing stream from the digital twin to
the user interface. It is necessary to ensure acceptable latency (no more than a few seconds) and reliability (no loss
of important updates) for both streams.

In general, the operation of the digital twin "Smart Well — Cloud Digital Twin — Mobile Application" is shown
in Fig. 1.
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Figure 1. Scenario of operation of the digital twin "Smart Well — Cloud Digital Twin — Mobile Application”.
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The testing stand consists of the following components: a sensor device, a digital twin server, and a client
application. The field node prototype was an ESP32 microcontroller with a connected DHT22 sensor (tempera-
ture/humidity measurement). For testing purposes, the microcontroller generated pseudo-random telemetry data
(simulating well parameters) and transmitted them via Wi-Fi to the server. The digital twin server was an applica-
tion running on a local PC or a cloud instance that received data from the device via a specified protocol, recorded
the time of receipt, and performed minimal processing (e.g., averaging values) to simulate the twin’s computational
procedures. The client application was an Android mobile app that displayed updates from the server in real time;
it also connected to the digital twin server via the appropriate protocol (REST, MQTT, or WebSocket) to receive
processing results. All components are connected by a single data transfer logic: sensors — server (digital model)
— operator application.

A separate communication scheme was implemented for each protocol. When using the REST API, the server
exposed a RESTful web service with two methods: POST /data to receive data from the device and GET /state to
return the estimated state to the client. The sensor device sent an HTTP POST request containing a JSON payload
once per second, and the mobile application requested a new state via periodic polling at an interval of 1 s using
GET/state. In the case of MQTT, an MQTT broker (Eclipse Mosquitto) was deployed. The device acted as an
MQTT client publishing messages with data to a topic (for example, sensors/well_5). The digital twin server sub-
scribed to this topic, instantly received incoming messages, and after processing, published the result to the re-
sponse topic digital twin/well 5. The Android client application was an MQTT client subscribed to digi-
tal_twin/well_5, due to which new data was displayed immediately upon receipt without polling. For WebSocket,
a server-side WebSocket server was launched (e.g., using a Java library) supporting two endpoints: one for receiv-
ing data from the device (e.g., ws:/server:8080/live) and the second for sending results to the client
(ws://server:8080/results). The device establishes a permanent WebSocket connection to the server and sends a
JSON-formatted text message containing sensor data once a second. The client application also opens a WebSocket
connection to the server (to the address for receiving results) and instantly receives notifications about new calcu-
lated data. All WebSocket transmissions are bidirectional and occur without additional requests, based on the push
messaging principle. In all three variants, the server part, after receiving new data, ran an update of the digital
model (which took <100 ms) and then immediately sent the calculated indicators to the client (or at the next client
request in the case of REST).

The tests were conducted sequentially for each protocol under identical conditions, allowing us to compare
their impact on the quality of the digital twin’s operation. Each run lasted a fixed time interval (e.g., 10 minutes)
to accumulate statistics. The testing algorithm in the basic mode was as follows: (1) initialization of the environ-
ment (launch of the MQTT broker or WebSocket server, deployment of the REST API); (2) connection of the
sensor device and client to the server; (3) transmission of data from the sensor to the server at a frequency of 1 Hz
and simultaneous transmission of results from the server to the client; (4) logging of sending and receiving
timestamps at each stage, counting successfully delivered messages and traffic volume. The test bench was then
used to test the protocols' operation under various conditions. Typical use cases were simulated:

1. Stable connection: the device, server, and client are in the same local network with minimal latency and
no losses. In this scenario, the protocols' basic performance was assessed: average delivery delay, delay
spread, and throughput under ideal conditions.

2. Limited channel: a degraded network with an additional delay of ~100 ms and packet loss of ~5% was
emulated. This was achieved by setting up a network emulator that limits the bandwidth and introduces
random delays/losses. The goal was to test the functionality of protocols under conditions of deteriorating
connection: increased delays, reduced connection stability, and compromised data integrity.

3. Short-term failures: the connection was intentionally interrupted (e.g., by disabling Wi-Fi on the device
for 5 s) and then restored. We analyzed how each protocol handles connection failures: does the trans-
mission continue after restoration, are messages lost during the failure, or does a reconnection require it?

Each of the specified scenarios was played for all three protocols. The data accumulated during the experi-
ment (time stamps, message counters, connection logs) were used to calculate key quality indicators: delivery
delays (incoming and outgoing), delay variations (jitter), reliability (percentage of lost messages), and traffic vol-
ume. Thus, the developed testbed enabled comparison of MQTT, WebSocket, and REST APIs in a typical “sensor
— digital twin — consumer” cycle under controlled conditions, and the resulting metrics directly reflected how the
choice of protocol affects the efficiency and accuracy of the digital model.

Each configuration was tested for a fixed time interval (e.g., 10 minutes) to accumulate statistics. The follow-
ing parameters were measured:

» Average delay in data delivery from the sensor to the server (incoming telemetry) — calculated as the
difference between the generation timestamp on the device and the reception time on the server. The server-to-
client delay was measured similarly (for the outgoing stream).

* Delay variation (jitter) — statistical deviation in delivery (the standard deviation of the delivery time was
calculated for a sample of messages).
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* Percentage of lost messages — determined by comparing the counters of sent and received messages at
different stages.

* Traffic load — the amount of data (in bytes) transferred over the network during the test period, including
protocol headers, was estimated for efficiency analysis.

» Resource usage on the client — Android battery life was subjectively estimated for different protocols
(through an indirect indicator of power consumption, since a constant connection can drain the battery more).

To ensure the purity of the experiment, the tests were conducted under the same conditions: the device and
the server in the same local network (emulating the low latency of the "ideal" channel), then through artificial
bandwidth limitation and increased latency (emulating real cellular/satellite communications). Controlled commu-
nication failures were also introduced (Wi-Fi disconnection for 5 seconds, broker reboot, etc.) to test each proto-
col's behavior.

The technical implementation was carried out using the Java/Kotlin languages. For the Android client, pop-
ular libraries were used: OkHttp for working with REST and WebSocket, and the Eclipse Paho MQTT library (via
the org.eclipse.paho.android.service wrapper) for MQTT. Below is a simplified fragment of code in Kotlin demon-
strating connecting an MQTT client and subscribing to a topic in an Android application:

val mqttClient = MqttAndroidClient(this, "tcp://broker.hivemq.com:1883", "ClientID123")

val options = MqttConnectOptions().apply {

isAutomaticReconnect = true
isCleanSession = true
H
mgqttClient.connect(options, null, object : IMqttActionListener {
override fun onSuccess(asyncActionToken: IMqttToken?) {
mgqttClient.subscribe("digital twin/well 5", 0)
Log.d("MQTT", "Subscribed to topic!")
H
override fun onFailure(asyncActionToken: IMqttToken?, exception: Throwable?) {
Log.e("MQTT", "Connection failed: $exception")

}

1)
Similarly, the OkHttp library was used for the WebSocket connection. An example of the WebSocket con-

nection code in Kotlin:
val request = Request.Builder().url("ws://server:8080/live").build()
val listener = object : WebSocketListener() {
override fun onOpen(webSocket: WebSocket, response: Response) {
webSocket.send(" {\"well_id\":5, \"pressure\":101.3, ...}") // ormpaBka JSON
H
override fun onMessage(webSocket: WebSocket, text: String) {
runOnUiThread { processIncomingData(text) } // 06paboTKa MOJyYCHHBIX TaHHBIX
H
H
val ws = OkHttpClient().newWebSocket(request, listener)

Each implementation logged sending and receiving timestamps, as well as connection break/restore events.
Additional code snippets demonstrating the processing of received data — parsing JSON, displaying values on the
screen, and logging the results are given below.

Example 1: processing an incoming MQTT message. After successfully subscribing to a topic, the MQTT
client receives new messages via callback. The code below illustrates parsing JSON data and updating the UI in
an Android application when telemetry is received:

mgqttClient.setCallback(object : MqttCallbackExtended {

override fun connectComplete(reconnect: Boolean, serverURI: String) { }
override fun connectionLost(cause: Throwable?) {
Log.w("MQTT", "Connection lost: $cause")

override fun messageArrived(topic: String, message: MqttMessage) {
val payload = message.toString() // momyuyen JSON B BHJE CTPOKH
try {
val json = JSONODbject(payload)
val pressure = json.getDouble("pressure™)
val temp = json.getDouble("temperature™)
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/I OTobpaxxkenue 3HaueHNH Ha 3Kpane (TextView)
runOnUiThread {
pressureTextView.text = "JlaBnenue: $pressure Hap"”
tempTextView.text = "Temneparypa: $Stemp °C"
}
Log.d("MQTT", "Data received: P=$pressure, T=$temp")
} catch (e: JSONException) {
Log.e("MQTT", "JSON parse error: $e")

}

override fun deliveryComplete(token: IMqttDeliveryToken?) { }

1)

The above snippet uses the JSONObject class to parse a JSON string. The pressure and temperature fields are
extracted, and runOnUiThread is used to update interface elements (e.g., TextView) and write a log of the received
values. In the event of a connection loss, the connectionLost method will log the event, and the auto-reconnect
option will ensure reconnection.

Example 2: WebSocket message handling. In a WebSocket connection, the server sends JSON-formatted
model updates to the client. The handling code in Android might look like this — parsing the received string and
updating the interface:

override fun onMessage(webSocket: WebSocket, text: String) {

runOnUiThread {
try {
val json = JSONObject(text)
val pressure = json.getDouble("pressure™)
val temp = json.getDouble("temperature™)
pressureTextView.text = "JlaBnenue: $pressure 6ap"
tempTextView.text = "Temneparypa: $temp °C"
Log.d("WS", "Update UI with P=$pressure, T=$temp")
} catch (e: JSONException) {
Log.e("WS", "JSON parse error: $e")
H
H
}

Here, when a message is received in onMessage, the code is executed on the Ul thread, which extracts the
necessary values from JSON and displays them on the screen immediately. A record containing the received values
is written to the log. Data processing for the REST API is implemented similarly (receiving JSON in response to
an HTTP request, parsing it, and displaying it).

Interface and description of the Android application

Figures 2-5 show an example of the interface of the FacilityMonitor mobile application, designed to monitor
oil and gas facilities and visualize data in real time.

1. Home page:

- the user sees the name of the application - FacilityMonitor, accompanied by the description: "Real-time data
visualization for oil and gas facilities".

- the "Explore" button invites the user to explore the capabilities of the application.

2. Authorization:

- the user is asked to create an account to start monitoring objects.

- the screen includes two text fields: for entering an e-mail and a password, with corresponding icons for
clarity.

- the "Join" button allows you to register or log in to the system.

- a link to go to the settings or authorization section (Access settings or Sign) is available under the button.
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B

FacilityMonitor

Create account to monitor facilities

Jus

FacilityMonitor emai

. " -~ . Enter email
Real-time data visualization for oil & gas

facilities.
Password *

Access settingsor  Sign

Figure 2. Login page.

3. Home page: the top of the screen displays the current date and an interactive block with real-time data
visualization. Below, there are four buttons for quick access to the main functions:

- Charts: access graphical reports on key indicators, such as temperature, pressure, or flow.

- Alerts: view current warnings or critical events related to objects.

- History: archive data on the operation of objects for subsequent analysis.

- Metrics: overview of the performance and status of objects in the form of metrics.

The bottom navigation bar provides quick access to sections such as the home page, notifications, cameras,
and others.

4. Notifications (divided by importance):

- Urgent: notification about urgent maintenance of the object.

- Enable monitoring: recommendations for setting up or activating application functions.

- Excess gas usage: warning about exceeding resource usage standards. Less urgent notifications (such as
successful changes to settings or special offers) are highlighted with a gray background for visual differentiation.
Each notification has an icon indicating its type (attention, settings, information, and offer). Arrows on the right
indicate that notifications can be opened for more information.

Notifications

Urgent: Facility maintenance

& b

Enable gas focility monitoring.

Real-Time

Current Date

Excess gas usoge detected.
Address update successtul
Special offer for equipment
n Overpayment on gas utility bill

Outstanding payment for September

Subscribe to critical updates.

¢ ¢ O 0 ¢ 0 1l

Gas supply interruption planned for

C) 1

History Metrics

] A -]

Figure 3. Home page and notification page.

5. Object metrics — this screen provides the user with key performance indicators of the oil and gas facility
for the selected time period. Main interface elements are:
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- Time range selection: at the top of the screen, there is an element for setting the data analysis period (e.g.,
"Jan 2023 - Feb 2023").

- "Production rate" graph: displays the current value (3.500) and the change dynamics (+0.75%) as a bar
graph.

- "Gas flaring" graph: shows the gas flaring level (120) and its reduction by 1.20%, visualized on the graph.

- Other indicators:

A) Efficiency: (Empty example in the screenshot, but may include equipment efficiency data).

B) Pressure levels: includes several parameters such as pipelines, temperatures, flow rates, and warnings,

displayed as scatter plots.

= Facility Metrics
Select time period
Efficiency

Production rate
3,500 +075%

Pressure levels

sqar 1
Gas flaring
120 -1.20%

. A L=}

Figure 4. Statistics of productivity, gas combustion, pressure level, and profile.

6. Live Data Monitoring — provides the user with access to real-time visualization of key data on oil and gas

equipment operation. Key interface elements are:

are:

- Pressure Data: A graph displays real-time pressure changes.

- Temperature Data: A bar graph displays equipment temperature.

- Flow Rates: A scatter plot for analyzing flow rate changes.

- Data Tables — Displays key data: Pressure (1023 psi), Temperature (350°F), Flow Rate (3000 bbl/day),
Humidity (12%).

- Refresh button: Refreshes the data on the screen.

7. Monitoring settings. The user can personalize the application. The main interface elements are:

- Monitoring Preferences:

- Slider for setting the data update frequency.

- Switch for activating notifications.

- Notification Settings.

- User Profile.

8. Statistics — designed for working with historical data on equipment performance. Main interface elements

Filters (select time range, object type, and data type):

A) Data Overview: line graph for visualizing changes in performance over the selected period.
B) Production Data:

- table with performance data for different objects;

- Export button: allows you to download data for further analysis.
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OilGasMonitor &z OilGasMonitor

Settings

@ OilGasMonitor
Historical Data
Monitoring

Notifications Profile

Pressure Data Filters

[

Temperature Data

Monitoring Preferences
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Enable Alerts

Data Overview

s

Production Data

Notification Settings
Email Notifieations

SMS Alerts

User Profile

Name
Facility A

Facility 8
Facility C
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850 barrels
950 barrels
Flow Rates Emoail

s b

Data Tables
Pressure:
1023 psi

Temperature:
350°F

Flow Rote:
3000 bbi/day 2%

Humidity:

Figure 5. Graphs, settings, and statistics
Results

General assessment of the quality of the digital twin's operation in terms of efficiency, synchronization ac-
curacy, reliability, and network load

To assess the quality of the "smart well - digital twin - application" link, the following parameters were
selected: efficiency (data transfer delays), accuracy of model synchronization with the object, reliability of data
delivery, and volume of transferred data. Table 2 below shows the average indicators characterizing these param-
eters at different stages of the system.

Table 2. Evaluation of the performance parameters of the digital twin "smart well — digital twin — mobile application.
Quality parameter Smart Well (Sensor Transmis- Cloud Digital Twin (Server) Mobile application (client)
sion)
~0.3 sec to cloud (with persistent
MQTT/WS connection), up to 0.34
sec with REST

~0.3-0.5 sec (MQTT/WebSoc-
ket, push updates), 1-5 sec
(REST API with a polling inter-
val of 1-5 sec)

Processing <0.1 s + sending
~0.3 s to the client
(MQTT/WS), with REST la-
tency >1 s (depending on
polling)

High at low latencies (the di-
gital twin lags behind the real
object by no more than a

Data transmission delays

High for push protocols (dis-
plays in near real time), lower
for REST (model gets stale

Synchronization accuracy Not applicable (data source)

fraction of a second); deteriora-
tes at high lags (REST)

between polls)

Reliability of delivery

MQTT: guaranteed (QoS and
buffering, 0 lost messages);
REST/WebSocket: possible losses
on failures (3-5 messages per 5 s of
failure)

MQTT: the broker ensures deli-
very even after the connection is
broken; REST/WS: data sent at
the time of failure is lost irre-
trievably

MQTT/WS: auto-receive all
messages when connection is
restored; REST: skip updates
when server is unavailable (not
received during failure)

Volume of data transfer-
red

Low for MQTT/WS (message hea-
der 2-6B; ~60-70B per dimension
considering protocol); High for
REST (HTTP request ~500B)

Transferred per minute: MQTT
~0.06 MB, WS =0.07 MB,
REST =0.53 MB (tens of times
more due to HTTP overhead)

Receives similar volume:
MQTT/WS — minimal payload,
REST - significant portion of
traffic is HTTP headers

In the test scenario, the MQTT client did not lose any messages due to internal buffering and resending.
WebSocket and REST API do not have a built-in ability to save unsent data: a connection failure resulted in the
loss of several (=4) messages that were not delivered to the server (Fig. 6).
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REST APl WebSocket MQTT
Figure 6. Reliability of message delivery for different protocols

These results demonstrate that MQTT has the highest reliability: even if there are connection interruptions,
all messages eventually reach the recipient (albeit with a small delay). In contrast, WebSocket and especially REST
API lost data during failures (about 3-5 messages did not arrive). In real-time systems, where the loss of even one
critical signal is unacceptable, MQTT's reliability advantage is decisive.

A comparison of data transfer protocols based on their volume per unit of time is shown in Fig. 7.

(o)}

5.3

wu
T

B

1 0.7 0.6

Data transferred for the period (Mb)

RESTAPI WebSocket MQTT

Figure 7. Volume of transferred data for the same period with different protocols

As shown in Fig. 6, MQTT transfers a minimal volume (~0.6 MB), WebSocket transfers a little more (~0.7
MB), and the REST API transfers an order of magnitude more (~5.3 MB). This experiment was conducted at a
frequency of 1 message per second for a given period of time. It is evident that when using the REST API, network
traffic is significantly higher due to HTTP headers and the overhead of each transaction. In the given example,
REST consumed about 5.3 MB during the test, while MQTT only consumed ~0.6 MB, i.e., almost 9 times less.
Thus, in conditions of a limited or charged communication channel, protocols with a permanent connection are
significantly more efficient. In addition, a smaller amount of transferred data means lower power consumption on
the device: according to observations, MQTT, all other things being equal, is ~20% more energy efficient than
REST (due to the absence of frequent repeated connections and a smaller transfer volume).

Across all considered aspects (operability, synchronization accuracy, reliability, and network load), MQTT
and WebSocket protocols demonstrated superiority over the traditional REST API. MQTT distinguished itself by
the lowest delays and variations, as well as the highest data safety, making it the optimal choice for critical IloT
systems that require an uninterrupted telemetry flow. WebSocket also significantly exceeds HTTP/REST in terms
of exchange speed and is suitable for web clients, although in the case of an unstable network, it may require
additional code for guaranteed delivery.

Comparison of data transmission delay in different protocols

The tests showed a significant difference between the protocols in terms of data delivery speed. Fig. 8 shows
a comparative distribution of “sensor — server” delays for the three protocols (under conditions of a virtually ideal
network). It is clear that MQTT provides an average delivery time of about 290 ms, while the REST API has an
average delay of about 340 ms. WebSocket occupies an intermediate position: the average time is ~310 ms. The
spread of values (jitter) is important here: WebSocket had a more stable delay (standard deviation ~193 ms), while
the spread of HTTP/REST reached ~308 ms. This means that under load, the REST connection provided very
uneven response times — sometimes fast (<100 ms), but periodically there were delays of up to 1-2 sec due to the
overhead of establishing a connection and processing requests on the server. MQTT showed the lowest variance
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(std = 150 ms estimated, exact value not reported in this experiment), due to its persistent connection and
lightweight protocol.

w BB
h o o
5 & o

Average delay, msec
w
S
S

MQTT WebSocket REST API

Figure 8. Average delay in data delivery from the sensor to the digital twin (lower is better). MOTT over TCP demonstrates the shortest
response time of ~290 ms, WebSocket — about 310 ms, REST API (HTTP) — the longest ~343 ms. Error bars reflect the delay variation (stan-
dard deviation).

As network conditions worsened (introducing an additional 100 ms delay and 5% packet loss), all protocols
showed an expected increase in time lags. However, relative differences remained: MQTT and WebSocket con-
tinued to operate in real time (the delay increased to approximately 400-500 ms), while REST API began to ex-
perience significant problems: with a polling interval of 1 s, the actual update delay reached 1.5-2 s, and when the
polling interval increased to 5 s, the system completely ceased to meet the real-time criterion. In addition, in the
degraded network mode, HTTP connections were more often interrupted and required re-establishment, which
added overhead.

In our scenario, the simulation results were sent from the server to the client. For REST, this happened on a
client request (polling); for MQTT, by publishing to a response topic; for WebSocket, by pushing via an estab-
lished connection. The measurements here are similar to the previous ones: MQTT and WebSocket ensured al-
most-instant delivery (hundreds of milliseconds), while the REST solution resulted in a delay equal to the polling
interval. We also tested REST in the long-polling variant, in which the client keeps the HTTP connection open for
a period of time, waiting for data. This somewhat reduced the average delay (to ~1 s with a connection break every
30 s), but did not fundamentally solve the problem — without a permanent connection, it is difficult to achieve
instant transmission of results from the server to the application.

When simulating short-term connection failures (a 5s network outage), the protocols behaved differently. In
the REST API case, the sensor device experienced connection errors during the failure; after the network was
restored, it resumed sending, but the data intended for transmission at the time of the failure was irretrievably lost.
The WebSocket connection was broken when the network was lost; the device attempted to reconnect every 10 s
and successfully restored the connection. However, messages that were not transmitted during the break were also
lost (the server did not receive them). In contrast, the MQTT client automatically switched to offline mode when
the connection with the broker was lost and stored incoming data in an internal buffer. The Paho library by default
configures an auto-retry mechanism when the connection is restored. As a result, after a 5-second failure, the
MQTT broker received all messages, albeit with a delay, while REST and WebSocket lost 3-5 messages. Thus,
according to the reliability criterion, MQTT is a clear leader, especially important for systems where missing even
a single critical message (for example, an emergency signal) is unacceptable.

MQTT messages turned out to be the most compact: one sensor measurement (for example, JSON {pres-
sure:101.3, temp:55.0} of ~40 bytes) packed into an MQTT frame yielded a total of ~60 bytes, including headers.
In the case of WebSocket, each message is encapsulated in a frame with a header of ~6 bytes + TCP/IP overhead,
for a total of ~70 bytes. And when using REST, each value was transmitted in an HTTP request with headers,
which amounted to ~500 bytes per transaction (including the POST start line, Host, Content-Type, Content-
Length, etc. headers). Even if several measurements are combined into one request, the presence of HTTP over-
head makes the protocol less efficient in terms of traffic for frequent updates. A practical measurement confirmed
these calculations: for the same period of time at a frequency of 1 Hz, the device sent ~0.6 MB of data via MQTT,
~0.7 MB via WebSocket, and ~5.3 MB via REST. Thus, all other things being equal, the REST API consumes an
order of magnitude more bandwidth than MQTT. For networks with paid traffic or with a narrow channel (for
example, satellite), this can become a serious limitation.

It was noted indirectly that Android, in the mode of constant retention of a WebSocket connection or MQTT
session, consumes slightly more energy than with rare REST polls. However, the difference was insignificant
when updating once per second. Moreover, because MQTT sends less data, it is preferable for battery-powered
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devices (e.g., an autonomous sensor on a battery): according to some data, MQTT transfers equivalent data ~20-
25 times faster and ~20% more energy-efficient than REST. In our experiment, the ESP32 module worked stably
throughout the MQTT test, whereas in the REST scenario, due to the volume of Wi-Fi traffic, the module heated
up more. WebSocket has comparable power consumption to MQTT, though it has slightly higher overhead due to
TCP session support.

Discussion

The obtained experimental data confirmed the expectations based on the theoretical properties of the proto-
cols. In the context of efficiency (real-time), both MQTT and WebSocket are clearly superior to the REST APL. A
constantly open connection minimizes delivery delays by eliminating the request-response cycle. In a digital twin,
this means that the virtual model will receive updates almost simultaneously with their occurrence on the real
object. A difference of tens or hundreds of milliseconds, small at first glance, in total (with many parameters and
long operations) leads to a more accurate correspondence between the twin state and the real object. On the con-
trary, REST, even with a high polling frequency, inevitably introduces delays and can lead to the accumulation of
a model lag. For systems that require strict synchronization or instant response (e.g., emergency automation), the
REST approach is not suitable; a push mechanism is needed.

MQTT also showed itself to be better in terms of reliability and fault tolerance. Its architecture, with a broker,
acts as a buffer between the source and the receiver of data. Even if the digital twin or sensor loses connection
with the broker for a short time, it will transmit the accumulated messages upon reconnection. In addition, MQTT
provides built-in delivery receipts (PUBACK/PUBREC), which are critical for the guaranteed delivery of im-
portant telemetry. WebSocket lacks this level of abstraction: it is a “naked” connection that is either there or not.
It is possible to implement an add-on (for example, application message confirmations and resend queues), but
this complicates development. REST, in its basic form, relies on TCP reliability for each request, but if the con-
nection between requests is broken, data can be lost. In the oil and gas industry, where facilities are often located
in remote regions prone to communication interruptions, the reliability of the protocol is critical. Thus, for unreli-
able networks, MQTT provides the greatest resilience due to its architecture.

An interesting point is scalability and load. Here, WebSocket and MQTT also have an advantage: the HTTP
protocol is redundant for traffic. As the number of devices and message frequency grow, the difference can become
critical. For example, a hundred wells sending data every second via REST will create a load that not every server
can handle (100 requests/sec, HTTP processing, parsing). An MQTT broker, on the other hand, easily routes thou-
sands of messages because it operates on an event-driven model. Moreover, MQTT supports multipoint delivery:
a single message from a sensor can be sent to multiple subscribers simultaneously (for example, to a digital twin,
a data storage system, and a control center). In REST/WebSocket, such multicasting would require separate con-
nections for each recipient. WebSocket is closer to MQTT in terms of connection efficiency, but remains more
focused on point-to-point interaction (client-server). Thus, for scalability in wide IoT deployments, MQTT is the
most suitable option, as confirmed by its popularity in industrial IoT platforms (e.g., Azure IoT, IBM Watson IoT,
etc.) that support MQTT as the main protocol.

In terms of ease of integration, it is impossible to clearly identify a leader - the choice depends on the envi-
ronment. If the project already uses web services with developed REST APIs, then integrating a digital twin via
REST can be the fastest to implement (less new code, everything over HTTP). At the same time, modern IIoT
solutions increasingly include MQTT brokers as a standard component. In our case, it was necessary to configure
an additional broker, but many industrial controllers and SCADA systems have already "learned" to work with
MQTT out of the box. As for WebSocket, its main advantage is direct work from the browser and applications
without intermediaries. For example, if you need to build a real-time monitoring panel for operators, WebSocket
will allow you to directly transfer data from the digital twin to the web interface in HTML/JavaScript. MQTT for
a web client will require either MQTT-over-WebSocket (which many brokers support, essentially adding a Web-
Socket—MQTT layer within the broker) or an MQTT<*REST gateway.

Therefore, WebSocket is very convenient for visualization and user interaction tasks. Ideally, you can com-
bine the best sides: the digital twin receives data from the field via MQTT, and outputs it to the web dashboard via
WebSocket (the twin itself, being on the server, is subscribed to MQTT and simultaneously acts as a WebSocket
server for the frontend).

Finally, there is the issue of compatibility and standards. REST API is essentially an architectural style built
on top of HTTP that easily traverses corporate networks, proxies, and firewalls. MQTT has historically used non-
standard ports (1883/8883) that can be closed, but many brokers support working over WebSocket (port 80/443),
which makes it easier to implement. WebSocket is a standard (RFC 6455) supported by web browsers, and Web-
Socket traffic is virtually indistinguishable from regular HTTPS once a connection is established, which is also
convenient for passing firewalls. For oil and gas companies, where IT infrastructure may impose restrictions on
protocol use, all three options are potentially acceptable, but in practice MQTT is increasingly included in IIoT
standards. For example, the OPC Foundation consortium (developers of the OPC UA standard, widely used in
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industrial automation) added specifications for an MQTT broker as a transport for industrial data. Also, AMQP
and Kafka protocols are beginning to be used, but they are beyond the scope of this work.

Digital twins are becoming an integral part of increasing the efficiency of oil and gas facilities. The choice of
data transfer protocol between real equipment and the computing module is critical. Three main methods of telem-
etry exchange are used in practice: REST API, MQTT, and WebSocket. Experiments have shown that REST APIs,
which implement the request-response model, incur higher overhead with frequent polling and can introduce de-
lays of 1-2 seconds in unstable networks.

In contrast, MQTT (Message Queuing Telemetry Transport) and WebSocket support persistent connections
and reduce average latency to hundreds of milliseconds. MQTT also provides a guaranteed delivery mechanism
(QoS) and message buffering at the broker, which is especially important in regions with communication interrup-
tions. According to test results, the average data delivery time decreased from 340 ms (REST API) to 290 ms
(MQTT), resulting in a digital twin that better matches the real object.

When developing oil and gas industry systems that require low latency and fault tolerance, it is preferable to
use MQTT or WebSocket, with MQTT being optimal when increased delivery reliability is required.

Conclusion

The conducted study showed that the choice of data transfer protocol significantly affects the quality of digital
twins in the oil and gas industry. For systems that are critical to delays and operate near real time, solutions based
on MQTT or WebSocket are preferable. They provide a continuous data flow with minimal delays, enabling the
digital twin to more accurately and promptly reflect the equipment's state. REST API is advisable to use where the
requirements for efficiency are not so strict, or the web service infrastructure has already been established - for
example, for periodic transfer of summary information, system configuration, and access to historical data. In real-
world conditions, where communication can be unstable, MQTT with a broker provides the most reliable ex-
change: even in the event of failures, data is not lost, but reaches the recipient with a delay. WebSocket is inferior
to MQTT in terms of reliability, but surpasses REST, and can be successfully used in combination with backup
reconnection mechanisms.

For the practical implementation of a digital twin of an oil and gas facility, the following scheme can be
proposed: telemetry from sensors is sent to an MQTT broker, which ensures collection and buffering. The digital
twin (mathematical model) located on the server subscribes to the corresponding MQTT topics, constantly receives
updates, processes them, and performs calculations. The model's results are transmitted to users. If users use a web
interface, it is reasonable to transmit results via WebSocket directly to the browser (for real-time updates). If the
results are sent to other systems (databases, analytical panels), they can be provided via the REST API via period-
ically updated endpoints or via MQTT (in separate topics). Thus, by combining MQTT for machine-to-machine
data exchange with WebSocket/REST for interaction with a person, it is possible to build a hybrid architecture
that leverages the strengths of each protocol.

Future work includes exploring additional protocols and technologies for digital twins. For example, com-
paring MQTT with AMQP, using CoAP (Constrained Application Protocol) for very limited devices, or imple-
menting gRPC for high-performance services — all of this can provide additional information on how to optimize
the real-object—digital twin connection. Another interesting direction is ensuring the cybersecurity of such a con-
nection: protocols differ in their encryption and authentication capabilities, and the industry often raises data pro-
tection requirements. However, it is already clear that choosing an effective data transfer protocol is a cornerstone
of successful digital twin deployment in the Oil & Gas industry.
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